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What is: a User Group?

EcoDox comes preconfi gured with 5 groups. These groups are:

� DCAdminRole: This is the administrative group. This group has
access to all features and functionality of EcoDox along
with automatic access to all existing and new document classes
and domains created

� DCAnnotateRole: This is the annotate group. This group has
access to all features and functionality of the image applet.
This group only has access to user buttons on the upper
navigation tool bar. Access to Document Classes and
Document Domains are not included in this group.

� DCBasicRole: This is the basic group. All users need to be a
part of this group. This group has basic permissions to pages
and buttons that all users of the system need to have.

� DCExternalRole: This is the group that all external users are
members. When an external user logs into the system via an
expiring link email, this is the group they use. This group has
view only access and no access to any functions within the
applet and application.

� DCViewOnlyRole: This is the group that can only view
documents. Members of this group have access to user
buttons on the upper navigation toolbar, but cannot edit index
values, annotate, or add documents. Access to Document
Classes and Document Domains are not included in this group.

User groups allow a group of users to have the sames permissions 
and access to specifi c domains and/or classes. 



Goal: Create user groups, allowing specifi c groups of users to do 
specifi c things (ie edit, view sensitive material, delete...)

Complexity Level: Administrator

Prereq / Related Instructions: NONE
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Step 1: Navigate to Security Admin– Select Security Admin from 
the Fisheye Navigation bar.

Step 2: Manage Groups of  Users– Select Manage Groups of Users from the security window.

Step 3: Create New Group– Select the New button to create a new group. 

Step 4: Fill in Required Fields– Fill the in the required fi elds for the Group
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Step 5: Clone Group – Select an existing group to Clone. This allows an 
administrator to create a group without needing to start from scratch.

Step 5b: Clone Group – Also select to clone permissions, fi lters and users to save time. Then select Save.
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s Step 6: Permissions – The permissions of the new group appear. 
Showing that the users in this group are allowed to save, see tabs, add 
documents, etc.

Step 7: Users– To place users in this group. Select the Group Users tab, Select New and then add the users.


